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RISK AND HARM: A GUIDED READING LIST 

This section addresses the theories and concepts for analysing the relation between technology, 
risk (related to content, contact, conduct and commerce) and children’s experiences. Several 
sources point to the need to first distinguish and then theorise the relationship between risk and 
harm, risk and wellbeing, likelihood and severity of harm, and between risk, resilience and 
vulnerability. Other resources focus on building an understanding of children’s experiences of risk 
in a digital world, differentiating between risks generated by children themselves (such as creating 
negative content or acting in a hurtful way towards others or themself) or risks associated with the 
online environment (such as inappropriate or commercial content). 

The approaches are somewhat unified in their recognition of risk as a lived subjective experience, 
and the agreement that risk needs to be considered in relation to children’s individual 
circumstances and the wider social context in which risk occurs. Some authors go further and 
argue in favour of approaching risk from a children’s perspective in light of children’s agency and 
child rights.  
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Useful starting points 

 boyd, d. (2014). It’s Complicated: The Social Lives of Networked Teens. Yale University Press. 

This book is an ethnographic account of the digital risks experienced by US teenagers, carefully 
contextualised and presented with a socio-cultural sensibility that respects youth voice. It is an insightful 
corrective to some of today’s moral panics about online youth, without downplaying the very real risks 
that face them, but also showcasing their resilience. 

 Chassiakos, Y.R., Radesky, J., Christakis, D., Moreno, M.A., Cross, C., Hill, D., Ameenuddin, N., 
Hutchinson, J., Boyd, R., Mendelson, R., Smith, J. & Swanson, W.S. (2016). Children and adolescents and 
digital media. Pediatrics, 138(5). 

The American Academy of Pediatrics has been hugely influential in setting guidelines for policy-makers, 
professionals and practitioners, as well as the general public. In this article they present a critical review 
of the evidence, framed within a public health theoretical perspective. 

 Livingstone, S. & Stoilova, M. (2021). The 4Cs: Classifying Online Risk to Children. (CO:RE Short Report 
Series on Key Topics). Hamburg: Leibniz-Institut für Medienforschung | Hans-Bredow-Institut (HBI); 
CO:RE - Children Online: Research and Evidence. https://doi.org/10.21241/ssoar.71817 

An update to the classification of online risks, the new 4c classification is broadened from  content, contact 
and conduct to also include contract.  

https://www.danah.org/books/ItsComplicated.pdf
https://pediatrics.aappublications.org/content/138/5/e20162593
https://pediatrics.aappublications.org/content/138/5/e20162593
https://www.ssoar.info/ssoar/handle/document/71817
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Further reading 

Allen, J. J., Anderson, C. A., & Bushman, B. J. (2018). The General Aggression Model. Current Opinion in 
Psychology, 19, 75–80. https://doi.org/10.1016/j.copsyc.2017.03.034  

The model draws from the tradition of social cognitive and social learning theories (e.g., Bandura, 1978). 
The main proposition is that aggression can be influenced by cognitive schemas or behavioural scripts that 
we learn from experience and media exposure.  

Aven, T. & Renn, O. (2009). On risk defined as an event where the outcome is uncertain. Journal of Risk 
Research, 12(1), 1–11.  

This article sets out a quantitative sociology perspective on risk as comprised of two dimensions – the 
likelihood of harm and the severity of harm. It argues for the importance of conceptualising risk as 
referring to ‘uncertainty about and severity of the consequences (or outcomes) of an activity with respect 
to something that humans value’ (Aven and Renn, 2009, p. 1). 

Beck, U. (1992). Risk Society: Towards a New Modernity. SAGE Publications. 

Beck’s critical sociological analysis of contemporary life in the West builds on theories of late modernity 
to capture the particularly painful nature of everyday lives spent grappling, unequally, with risks of 
humanity’s own making (by contrast with the natural disasters of previous periods). His focus is on the 
reflexive and deeply problematical experience of ordinary people’s lived reality in the risk society. 

Ferguson, C. J., & Dyck, D. (2012). Paradigm change in aggression research: The time has come to 
retire the General Aggression Model. Aggression and Violent Behavior, 17(3), 220–228.  

This article discusses the problematic assumptions of the General Aggression Model and contends that 
the model and social cognitive theories of aggression are not adequate to explain the phenomenon.  

 Ging, D. & Garvey, S. (2018). ‘Written in these scars are the stories I can’t explain’: A content analysis 
of pro-ana and thinspiration image sharing on Instagram. New Media & Society, 20(3), 1181–1200.  

This article explores how pro-ana identities and discourses manifest themselves on more open, image-
based platforms, such as Instagram. It suggests that mainstreaming such practices renders visible pro-ana 
sensibilities in the broader context of distressed girls’ lives and Western culture more generally. This 
increased visibility may, in fact, be a positive development. 

Hurwitz, L.B., Montague, H. & Wartella, E. (2017). Food marketing to children online: A content analysis 
of food company websites. Health Communication, 32(3), 366–371. 

This article presents a content analysis of food websites to see how they market their products to children, 
with interesting findings in terms of obesogenic foods marketing strategies.  

https://www.sciencedirect.com/science/article/pii/S2352250X17300830
https://doi.org/10.1016/j.copsyc.2017.03.034
https://www.tandfonline.com/doi/abs/10.1080/13669870802488883
https://www.amazon.co.uk/Risk-Society-Modernity-Published-association/dp/0803983468
https://www.sciencedirect.com/science/article/pii/S1359178912000195
https://www.sciencedirect.com/science/article/pii/S1359178912000195
https://www.researchgate.net/publication/312679460_%27Written_in_these_scars_are_the_stories_I_can%27t_explain%27_A_content_analysis_of_pro-ana_and_thinspiration_image_sharing_on_Instagram
https://www.researchgate.net/publication/312679460_%27Written_in_these_scars_are_the_stories_I_can%27t_explain%27_A_content_analysis_of_pro-ana_and_thinspiration_image_sharing_on_Instagram
https://pubmed.ncbi.nlm.nih.gov/27309792/
https://pubmed.ncbi.nlm.nih.gov/27309792/
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 Livingstone, S. (2013). Online risk, harm and vulnerability: Reflections on the evidence base for child 
internet safety policy. ZER: Journal of Communication Studies, 18, 13–28.  

Livingstone distinguishes risk from harm, drawing on theories of risk, harm and wellbeing, and explains 
how resilience and vulnerability mediate between risk and harm, for children’s experiences in a digital 
world. 

 Livingstone, S. & Haddon, L. (eds) (2012). Children, Risk and Safety on the Internet: Research and 
Policy Challenges in Comparative Perspective. Policy Press. 

Drawing together the findings of the first phase of the EU Kids Online project, this book integrates the 
complex interaction of socio-demographic factors that are strongly influenced by context at a number of 
levels: parent/family, societal and cultural/country. These impact not only ownership but also use. The 
book also sets out the 3C’s approach to risks and opportunities, in which digital content, contact and 
conduct are related to children’s agency, contexts and outcomes. 

 Lupton, D. (1999). Risk. Routledge. 

Lupton provides a critical analysis and review of a wide range of social science theories, including socio-
cultural and social constructionist positions; risk and governmentality; risk and subjectivity; risk and 
otherness; and risk and pleasure. It is helpful for framing the analysis of children’s risk online. 

 McDaniel, B.T. & Radesky, J.S. (2018). Technoference: Parent distraction with technology and 
associations with child behavior problems. Child Development, 89(1), 100–109.  

This article introduces the concept of ‘technoference’ and investigates whether parental problematic 
technology use is associated with technology-based interruptions in parent–child interactions. 

 Patchin, J.W. & Hinduja, S. (2017). Digital self-harm among adolescents. Journal of Adolescent 
Health, 61(6), 761–766. 

This article provides a good overview of the problem of self-harming and pro-ana, pro-mia content on 
social media platforms and the communities that emerge around this issue; the article outlines the issue 
of digital self-harm or self-cyberbullying, which is an emerging trend that requires further research. 

 Patchin, J.W. & Hinduja, S. (2020). It is time to teach safe sexting. Journal of Adolescent Health, 
66(2), 140–143. 

This article is interesting because it contextualises the issue of sexting as something that may not be 
harmful per se, and it acknowledges its increasing prevalence among young people, which may not go 
away. Rather than seeing it as inherently wrong or harmful behaviour, it proposes that practitioners may 
wish to acknowledge that perhaps the best policy response is to explain its possible consequences and 
also teach safe sexting. 

 Peter, J. & Valkenburg, P.M. (2016). Adolescents and pornography: A review of 20 years of 

research. The Journal of Sex Research, 53(4–5), 509–531.  

This article uses the authors’ differential susceptibility to a media effects model to review research on the 
effects of pornography exposure on adolescents, using the theory to predict differential effects. 

http://eprints.lse.ac.uk/62278/
http://eprints.lse.ac.uk/62278/
http://eprints.lse.ac.uk/44761/1/EUKidsOnlinebookExecSummary.pdf
http://eprints.lse.ac.uk/44761/1/EUKidsOnlinebookExecSummary.pdf
https://www.academia.edu/2078301/Risk_2nd_edition_2013_._London_Routledge
https://www.researchgate.net/publication/316882616_Technoference_Parent_Distraction_With_Technology_and_Associations_With_Child_Behavior_Problems
https://www.researchgate.net/publication/316882616_Technoference_Parent_Distraction_With_Technology_and_Associations_With_Child_Behavior_Problems
https://www.researchgate.net/publication/319937554_Digital_Self-Harm_Among_Adolescents
https://www.jahonline.org/article/S1054-139X(19)30509-9/fulltext
https://www.tandfonline.com/doi/pdf/10.1080/00224499.2016.1143441?needAccess=true
https://www.tandfonline.com/doi/pdf/10.1080/00224499.2016.1143441?needAccess=true
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 Slovic, P. (2010). The psychology of risk. Salude e Sociedade, 19(4), 731–747.  

Slovic contrasts rational models of the study of risk with people’s irrational reactions to risk, and argues 
for the importance of trust and affect.  

 Smith, P.K., Mahdavi, J., Carvalho, M., Fisher, S., Russell, S. & Tippett, N. (2008). Cyberbullying: Its 

nature and impact in secondary school pupils. Journal of Child Psychology and Psychiatry, 49(4), 376–

385. 

This article discusses online bullying or cyberbullying – sending (often anonymously) repeatedly 
intentional hurtful texts or online messages. Cyberbullying, as other types of bullying, may fuel a child’s 
mental health problems and risky behaviour such as self-injury and disordered eating. 

 Spencer, J., Olson, J., Schrager, S., Tanaka, D. & Belzer, M. (2015). Sexting and adolescents: A 

descriptive study of sexting and youth in an urban population. Journal of Adolescent Health, 56(2), S22.  

This article discusses sexting – the electronic transmission of nude or seminude pictures or explicitly sexual 
text messages. It has been found to be related to either sexual abuse or risky psychosocial behaviours (like 
substance abuse) and depression in different studies. 

 Stoilova, M., Livingstone, S. & Nandagiri, R. (2019). Children’s Data and Privacy Online: Growing up 

in a Digital Age. London School of Economics and Political Science. 

This research reviews the existing evidence relating to children and young people’s data privacy, 
identifying three privacy contexts in the digital data ecology: interpersonal, institutional and commercial. 

Wartella, E., Cingel, D.P. & Lauricella, A.R. (2018). Controversy sells, but what about science? Press 
coverage of Thirteen Reasons Why. Journal of Children and Media, 12(3), 368–372. 

This commentary offers food for thought to reflect on how, when it comes to the tough topic of media, 
public discourses tend to be oriented towards a narrative focused on risks rather than opportunities. The 
case of the press coverage of Thirteen Reasons Why is mobilised to support this argument. 

 

You can find more guided reading lists covering the following areas:   

children and young people, digital environment, access, opportunities and benefits, skills 
and literacies, health and wellbeing, social support, and policy and regulation. 
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https://www.researchgate.net/publication/262660147_The_Psychology_of_Risk
https://acamh.onlinelibrary.wiley.com/doi/10.1111/j.1469-7610.2007.01846.x
https://acamh.onlinelibrary.wiley.com/doi/10.1111/j.1469-7610.2007.01846.x
https://www.jahonline.org/article/S1054-139X(14)00471-6/fulltext
https://www.jahonline.org/article/S1054-139X(14)00471-6/fulltext
https://www.lse.ac.uk/my-privacy-uk/Assets/Documents/Childrens-data-and-privacy-online-report-for-web.pdf
https://www.lse.ac.uk/my-privacy-uk/Assets/Documents/Childrens-data-and-privacy-online-report-for-web.pdf
https://www.tandfonline.com/doi/abs/10.1080/17482798.2018.1487251
https://www.tandfonline.com/doi/abs/10.1080/17482798.2018.1487251
https://core-evidence.eu/theories-toolkit/children-and-young-people
https://core-evidence.eu/theories-toolkit/digital-environment
https://core-evidence.eu/theories-toolkit/access
https://core-evidence.eu/theories-toolkit/opportunities-and-benefits
https://core-evidence.eu/theories-toolkit/skills-and-literacies
https://core-evidence.eu/theories-toolkit/skills-and-literacies
https://core-evidence.eu/theories-toolkit/health-and-wellbeing
https://core-evidence.eu/theories-toolkit/social-support
https://core-evidence.eu/theories-toolkit/policy-and-regulation

